


Key Features

Protect Sensitive Electronic Documents

- Enable sending of highly sensitive electronic documents to third party.

- Allow Users to protects highly sensitive electronic documents with an expiry date.

- Allow Users to protects highly sensitive electronic documents with read-once or any allowable read count.
- Ensures that all highly sensitive documents are permanently destroyed upon expiry or zero read count.

- Provides Tracking and Audit Trail with timestamp and error log.

Provides 2-Factor Security

- PKCS#11 Standard Compliance.

- Supports Smart Card and USB tokens.

- Double Protection with the thumbdrive volume and files are encrypted using user’s certificate.

Provides Secured Volume Encryption

- Support PKl authentication.

- Provides maximum security with full thumbdrive encryption using 256-bit AES encryption.
- Provides seamless and transparent access upon successful user authentication.

Provides Full Strength File Encryption

- Support PKI encryption and decryption.

- Protects highly sensitive electronic documents with file-level 256-bit AES encryption.
- Provides automatic file encryption, including all temporary files.

- Provides automatic file decryption when reading files from thumdrive directly.

Prevents Data Leak

- Protects and hide highly sensitive electronic documents from non-trusted processes including Windows
Explorer.

- Permanently destroy highly sensitive electronic documents upon tampering.

- Allows applications white-listing enabling only trusted processes to read the documents.

- Trusted applications are independently run from the secured volume.

- Prevents saving of highly sensitive electronic documetns to local/network drive.

- Prevents and disable Printscreen Hot key Function.

No Proprietary Hardware
- Simple to implement, using standard U3 thumbdrive.
- No need to access server or internet for DRM Control.
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