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In today’s business arena, email has become an indispensable, daily communication tool to all organizations. How-
ever, the growing popularity of using email has caused dangerous threats to evolve and escalate far beyond the bits
and bytes of information technology. The perfect solution to counteract such email vulnerabilities is SecureAge Secu-
reEmail, one of the core components of SecureAge client solution. SecureAge SecureEmail transparently signs and
encrypts email based on IETF S/MIME (RFC 3851) standard, thereby ensuring its authenticity and privacy. It enables
secure email transmission with any recipient, anytime and anywhere without the hassles of upgrading or modifying
the current email infrastructure. It also ensures the privacy and integrity of emails without any user’s involvement. Its
ready platform makes integration and deployment into your existing infrastructure and processes with ease.

Apart from SecureAge SecureEmail,SecureAge client also comes with another core componentSecureAge
SecureWebmail. SecureAge client provides organizations with the flexibility of securing either the email or webmail
system or both, depending on their needs. Such flexibility in SecureAge client will help organizations to reduce their

investment cost significantly.

Product Features

Seamless Integration With Most Email Applications

SecureAge SecureEmail works seamlessly with most email
platforms like Lotus Notes, Domino Web Access, MicrosoftOutlook,
Outlook Web Access, Sun Messaging server, Outlook Express,
Netscape Messenger, and QualComm Eudora. For email clients like
Outlook that already supports the S/MIME capability, SecureAge
SecureEmail provides additional secure email features apart from
those already provided by the email client. For instance, Secu-
reAgem SecureEmail can help organizations to add email security
features like email security classification and incorporate their own
secure email business logics.

Support Digital Signature and Encryption With Unlimited
Key Length

SecureAge® SecureEmail supports unlimited key length RSA
algorithms,168-bit Triple-DES, and 256-bit AES encryption to
ensure that your transmitted email messages and attachments are
fully secured and not tampered with. For transmitted data to be
highly secured, it is important for the digital signature and encryp-
tion key length to be large enough to resist any possible brute force
attack. Strong algorithms and larger keys will force an attacker to
spend more computing resources and longer time to decipher the
encrypted data. Currently, Triple-DES, AES (Advanced Encryption
Standard) and RSA encryption algorithms are considered to be

strong enough to ward off any brute force attack.

Support Unlimited Key History

As a standard PKI security practice, encryption keys are
renewed every one to two years. Once the encryption
keys are renewed, the user can no longer decrypt the
past emails with the new key. But with SecureAge Secu-
reEmail, users can now have a peace of mind without
worrying about the inability to retrieve old emails. It
enables access to unlimited key history and automatically
selects the correct key for users to decrypt any past email
of their choice.

Support S/MIME V2, V3 and V3.1 Email Compres-
sion

SecureAge SecureEmail uses S/MIME (Secure/ Multipur-
pose Internet Mail Extensions standards to provide a
consistent way to send and receive email messages and
attachments securely. S/MIME provides cryptographic
security services for email applications that do not require
any human intervention. It has the capability to encrypt
and decrypt email to ensure authentication, message
integrity, nonrepudiation and data confidentiality. Secu-
reAge SecureEmail even supports the latest S/MIME v3.1.
This allows email compression that significantly reduce
standard email message and attachment (like word
document,excel worksheet and text file) by as much as 5
times for a typical email.



Automatic Retrieval of Recipients’ digital
Certificates

Whenever you send an encrypted email to your designated recipi-
ents, SecureAge SecureEmail will automatically perform a directory
lookup of your recipients’ certificates using a LDAP (Lightweight
Directory Access Protocol) repository or active directory. After
locating your recipients’ certificates, it will automatically import
these certificates to your personal certificate store.

SecureAge SecureEmail also comes with the capability of expand-
ing your group emailing list. For example, you want to send an
encrypted email to a few recipients listed in a group email address.
SecureAge SecureEmail will automatically trace the encryption
keys of each and every recipient. The email will then be encrypted
using their respective keys to ensure that they are the only recipi-
ent privy to the email content.

Support User Defined Encryption Algorithms

SecureAge SecureEmail supports user defined encryption
algorithms. To further boost the security strength of their corporate
email system, government regulators or organizations can choose
to incorporate their own developed proprietary encryption
algorithms into SecureAge SecureEmail, together with or without
the standard encryption algorithms.

SecureAge® SecureWebmail

Apart from securing email, SecureAge client also supports S/MIME
security for web mail access to Enterprise email system based on
Exchange, Lotus Domino and Sun Messaging Server. Optional
support for public webmail system like Hotmail and Yahoo Mail are
also available.

Provide Migration Tool To Re-encrypt Old Emails
with New Encryption Key

SecureAge SecureEmail comes with a powerful migra-
tion tool. It enables your IT administrator to use the old
key for a one time migration and immediatel discard it
after use. After the migration, the emails in the email
server and the archivefolders will be encrypted with the
new keys and the old key will no longer be needed. It also
allows you to encrypt confidential emails that are
received in plain for secure storage on your laptop,
desktop or server.

Support Email Header Integrity Protection

SecureAge SecureEmail ensures email integrity by
securely encrypting and signing not only your email
content but also your email header. It will check and verify
the integrity of the encrypted email header by matching it
with the email header appears in the inbox mail folder
view. It will thenalert the recipient if any discrepancies are
found.

Support Online Certificate Status Protocol (OCSP)

SecureAge SecureEmail provides online certificate valid-
ity checking via OCSP. It is an ideal option for organiza-
tions that require timely revocation information. Digital
certificates are considered as valid only after OCSP
responder provides a positive response to the status
request issued by OSCP client.

Help Achieve Regulatory Compliance

SecureAge SecureEmail is able to help your organization
to fulfill regulatory compliances like Sarbanes-Oxley Act
of 2002 (SOX), Health Information Portability and
Accountability Act of 1996 (HIPAA) and the Gramm-

Leach-Bliley Act of 1999 (GLBA). It helps to meet the
requirement under HIPAA and GLBA by encrypting email
messages and attachments to protect the confidentiality
of information, whether during transmission over the
Internet or stored in the desktop / laptop / email server. It
also helps your organization to comply to the legislations.



Key Features

. Support PKCS #1, #5, #7, #8, #9, #10, #11, #12 standards.

. Support MD2, MD5 and SHA-1 hash functions.

. Support external PKI / CA for certificate based authentication and certificate validity checking.
. Provide full support for X.509 v3 and PKIX compliance extensions digital certificate format.
. Support key and certificate import / export via PKCS #12, DER and PEM formats.

. Support smart card and USB token via PKCS #11.

. Support .pem, .der, .cer, .crt, .p12, .pfx, .p7m, .p7s and .p7z file formats.

. Support SecureAge CA and many other public and enterprise CAs.

. Interoperable with other commercial S/MIME compliance solutions.

. Support user account and certificate mapping.

. User-friendly GUI customization via email templates.

.COM APIs and DLL to provide integrated PKI support for external applications.
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