
SecureAge

SecureFile
Your trusted solution in Document Security 

1) Is a user friendly and fuss free solution that allows users to encrypt and sign documents with just a few simple  
    clicks or a single line of programming command. 
2) Allows users to manually sign and encrypt electronic documents easily
3) Allows users to manually decrypt and verify electronic documents 
4) Allows users to destructively wipe/delete �les and ensure that the �le is completely erased from the compute hard 
    disk.  
5) Allows all the above to be performed programmatically with simple APIs  

SecureFile

How can enterprises protect your sensitive data?  

Enterprises need to look for a secure and e�cient way of securing electronic �les beyond locking the �ling cabinet. 
With SecureFile, enterprises can now protect their key mission critical data e�ciently and securely with simple com-
mands. Just as SecureFile provides a manual mode of securing your �les, SecureAge COM API provides a seamless and
programmatic mode of integrating SecureAge services into their own applications

What is SecureFile? 

SecureFile is a full strength Document Security Solution that allows organizations to store and transmit electronic �les 
securely. Built on the strongest PKI Infrastructure, SecureFile is a high level document security solution that enables
users to use simple commands to encrypt, sign a �le or program.

Data Security is a key critical agenda for any enterprises and governments. 
Organizations need to protect key sensitive data like customer information, 
�nancial data, trade secrets and other proprietary information. Exposure of 
such sensitive data can lead to �nancial losses, lost of consumer trust, legal
rami�cations and loss of brand equity

Typically, organizations need to share large volume of sensitive enterprise 
data internally among co-workers or externally with suppliers and custom-
ers. Such sensitive enterprise data is stored, shared and transferred every day. 
Such data transfers are often insecure and are likely to result in security
breaches.

With the escalation of data breaches, organizations need to develop a stronger awareness and pro-active pursuit of an 
e�ective document security strategy that can ensure all con�dential information remains private.



1) Platform Security 
  - Ensures Platform Security by providing a safe and secure platform for developing and running applications.
 
2) Data Security 
  - Data security functions are both provided in memory and on �les with digital signature,signature veri�ction,   
  
3) Built-in Key and Certi�cate Management 
  - Provides Key Management and support wide range of standard algorithms including AES, triple-DES, RSA,   
    
  - Support standard X509 certi�cates
  - Local caching of peer certi�cates for performance enhancement

4) Provides a scalable API for building secure applications 

5) Support additional functions like Wipe File, Random number generation and URL encoding / decoding
 

Key Features

SecureAge COM API 

SecureAge COM API provides a direct access to the SecureAge platforms to reduce the developer’s e�ort. SecureAge 
COM API allows developers to embed SecureAge services into their own applications seamlessly. The SecureAge API 
provides a comprehensive set of utilities for data protection. It enables developers to add security features, build and 
create your own applications on SecureAge platform in an easy, seamless and hassle free manner. 

How does SecureAge COM API work?

SecureAge APIs are provided as Windows COM interface. The application calling the APIs can be developed in any 
language that can interface with COM, such as Visual Basic or C++.  Your application can add security to your applica-
tion data by calling the data security APIs. The data can be signed and/or encrypted before storing. Signing and/or
encryption can also be performed on �les on the �les system.

How are user' keys and cert�cate managed? 

The internet email address of the user is used for selecting the encryption certi�cate. The SecureAge COM API can 
look up the LDAP directory  to download the required certi�cates when the particular user certi�cate is not found on 
the local store. The certi�cate will be checked for expiry and revocation. The certi�cate revocation will be checked 
against CRL or OCSP automatically. The required CRL will be downloaded from the CRL distribution point stated in 
the user certi�cates when necessary.

The user’s key and certi�cates are managed within the SecureAge pro�le.The user’s signing and encryption keys can 
be either stored on smart card, USB tokens or soft key token. These are all managed by the SecureAge client software.

SecureAge COM API is a set of APIs for adding security to your application data. It adds PKI based security to your 
application. Build on top of the SecureAge platform, it provides full PKI functionalities for data security as well as full 
key and certi�cate management for the users.
 

  public/private key encryption/decryption, data hash and certi�cate revocation status check.  

ECDSA, ECDH, MD5, SHA-1, SHA-2, etc. 
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